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Documented & communicate IS policy
Security Regularly reviewed
Policy
Allocation of roles & res ponsibilities Security
U 3rd-party access risks/controls Organisation
Outsourcing

Asset U

Classification Inventory of Assets
e Classification based on sensitivity/business impact
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SRR Recruitment screening
Security Awareness & training
Reporting of incidents

Physical and
Environmental
Security

U Physical security perimeters
E quipment siting
Clear desk & clear screen

Incident procedures

S egregation of duties

System planning & acceptance
Malicious software protection
E -mail controls
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U Managing Access
- Application Level

- Operating Level
- Network Level

Access
Control
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Change control procedures
S egregation of environments
S ecurity requirements

)

System
Developmen

and

Maintenanc

Business BCP framework and team roles & responsibilities
Continuity Testing continuity plans

Planning

Maintaining and updating continuity plans
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Copyright controls

Compliance R etention of records and information
Compliance with legislation - Data protection
Compliance with company policy

1SO 17799
Pag.5/5



